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@ TAKTUKNA

/

PA3BEAKA

« Mowck ys3BumocTeii

° AKTNBHOE CKaHnpoBaHune

« CkaHupoBaHue 6nokos IP-agpecos

° C60p nHdpopmauum
06 aTakyembix y3nax

* KoHourypauus knmeHTos

* MpowunBka

* AnnapaTHoe o6ecneyeHune

* MporpammHoe o6ecnevyeHne

° C6op nHdopmauum o6

* YyeTHble flaHHble
* Apeca aneKTPOHHOI NoYTbl

* imeHa coTpyaHnKoB

s

aTaKkyeMbIiX nonb3oBaTenax

C60op nHdpopmauumn o6 atakyemonm
ceTeBoW MHPpPACTPYKType

« DNS

« CBoIiCTBa IOMEHOB

« IP-appeca

« CpeqncTBa ceTeBOIN 3alnThl
« Tononorus cetn

» [loBepeHHble ceTn

C60op 6usHec-uHpopmMauuu
06 aTaKyeMoll opraHu3auum

* KoHTpareHTbl

« Onpepenexne ¢punanyeckoro
MeCTOmMONOXeHNs

* N3yueHne rpaduka paboTbl
1 pexuma nocTaBok

« Onpepenexne poneii COTPYAHNKOB

PuUwwKHr ¢ uenbio
c6opa cBegeHuin

* LleneBoi pULLNHF C BNOXEHNEM
* LleneBon GpuLLNHT CO CCbINKOWA

* LleneBoii dpuLLNHr Yepes
CTOPOHHNE CepBUCHI
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Mouck B 3aKpbITbIX
UCTOYHUKaX - B

* TMokyrKa TeXHNYECKIX AaHHbIX
* MocTaBLWWKM UHPOPMaLMM 06 yrposax

Mounck TexHnyeckon nHpopmaumm
B 06LL,eA0CTYMHbIX UICTOYHUKAX

» CeTu [oCTaBKMN COREPXKNMOro

* Lndposble ceptudukatsl

» DNS-3anncun

* B[l ¢ pe3ynbraTamy CKaHNPOBaHNIN
* WHOIS

Mounck Ha 06LeRoCTYNHbIX
canTax

* MNounckoBble cUCTEMbI

. COLlMaJ‘IbeIe cetn

Mouck Ha caliTax
aTaKkyeMol opraHmsauuu

° Mpuo6peTeHune
NHPpacTpyKTypbI
* BoTHeT
« DNS-cepBep
« [lomeHbI
* Cepsep

« Be6-cepBucsbl

* BupTyanbHblil BblA€NEHHbIA cepBep

° KomnpomeTauns
Y4YeTHbIX 3anucen
* YyeTHble 3anncu
3/1EeKTPOHHO MOYTbI
* YyeTHble 3anncu couceTen

MoArotToBKA PECYPCOB

KomnpomeTauus cTopoHHel
NHPACTPYKTYPbI

* boTHeT

« DNS-cepBep

* [lomeHbl

« CepBep

* BupTyanbHblii BblAeNeHHbIn cepBep
« Be6-cepBuchl

Paspa6oTka
CO6CTBEHHbIX CPEACTB

« CepTudukatsl noanmucm koga
* Lindpposble cepTudrkathbl

* OKCnnonThl

* BpenoHocHoe MO

Co3paHune y4yeTHbIX 3anucem

* YyeTHble 3anncy 3NEKTPOHHOI NMOYTbI
* YyeTHble 3anucu couceTen

MoarotroBka Heo6Xxo0AMMbIX
CpeacTs

» CepTrdukaTbl NOANUCH KOAa

* Lndposble ceptudukatsl

* OKCNNOMTHI

» BpepoHocHoe MO

* VIHCTpyMeHTbI

* YazsumocTtu

PasmelleHne cpeacTs

* MoproToska TeHeBow (drive-by) cpeapl
* YcTtaHoBKa uudposoro ceptudurkaTa

* LleneBas ccbinka

« 3arpyska BpegoHocHoro MO

* 3arpyska UHCTPYMEHTOB

° TeHeBas (drive-by)
KoMnpomeTauus

° HepocTaTku B o6Lie-
[OCTYMHOM NPUAOXKEeHUN

° BHewHue cnyx6bl
yAaneHHoro poctyna

MEPBOHAUYAALHBLIN AOCTYN

MoaknioueHne
AOMNONIHUTENbHbIX YCTPOWCTB

PuwmHr

* LleneBoi pULLNHF C BNOXEHNEM
* LleneBoii dbULLNHI CO cCbinkoi

* LleneBoi ¢puLmnHr yepes
CTOPOHHME CepPBUCHI

PacnpocTpaHeHue yepes
CbeMHble HOCUTeNm

KomnpomeTauusa

LLenoYKkmn NocTaBokK

. Konw'lpomeTau,mq uenoykun
NOCTaBOK KOMMIEKTYOWNX

+ KomnpomeTaLus nporpammMHbIx
3aBICHIMOCTEl 1 NHCTPYMEHTOB
paspaboTku

* KomnpomeTauus Lenouku
nocrasok MO

ﬂoaepreanble OTHOLWIEeHna

CyuwecTByiowue
yuyeTHble 3anucu

» O6nayHble y4yeTHble 3annucun

* YyeTHble 3anucu no ymMonyaHumto
. ﬂOMeHHbIe y4eTHble 3anncu

* JlokanbHble y4eTHble 3annucun

BbINOAHEHMUE

CTPOKM U CUueHapueB

* AppleScript
« JavaScript

* VIHTepnpeTaTopbl KOMaHAHOMN
CTPOKI CETEeBbIX YCTPONCTB

* PowerShell

* Python

* KomaHgHasa o6onouka Unix

* Visual Basic

« KomaHgHaga o6onouka Windows

° NHTepnpeTaTopbl KOMaHAHOMN

° KomaHpa apMuHucTpm-
pOBaHMS KOHTEWHepa

© PasseprbiBanue KoHTeiiHepa

Ya3sumocTu B knueHtckom MO

MexnpoueccHoe
B3ammopencTeme

+ COM-mopmenb

* [nHamuyeckunii o6meH gaHHbimu (DDE)

HatueHbi API

3annaHupoBaHHas
3apava (3apaHue)

* YTunuta at (Linux)

« YTunura at (Windows)

+ 3apaHue opKecTpaLmmn KOHTelHepoB
* Ytunura cron

« MnaHnposLwuk 3apaHuinl Windows

« Talimepbl systemd

O6wue mopynu

CpeacTtBa pa3BepTbiBaHus MO

CucTteMHble cnyx6bl

* Yrunuta launchctl

« [ncnetyep ynpasneHns
cnyx6amu (SCM)

BbinonHeHue ¢ yyactuem
nonb3oBaTtens

* BpepnoHocHblli daiin
* BpenoHocHbIii 06pa3
* BpenoHocHasi ccbinka

WNHcTpymeHTapui
ynpasneHus Windows

%
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MaHunynsaumm ¢ yyeTHOM 3anucbio

« [lo6aBneHne ponu rno6anbHOro
agmMmuHucTpaTopa Office 365

« [lononHnTenbHble o6nayHble y4eTHble faHHble
« Bblgaua gon. npaBs y4YeTHoOW 3anucu
ANeKTPOHHoOI nouTkl Exchange

* V13MeHeHe aBTOPN30BaHHbIX
SSH-kniouen

3apaHug BITS

ABTO3anycK npu 3arpyske
Wnu BXxofe B cUCTeMy

* AKTMBHas yCTaHOBKa

« MakeT ayTeHTNdUKaLMN

* Mopynu v paclunpeHuns sgpa

+ O6bekTbl BXoda

« OpaiBep LSASS

* 1ameHeHne cnucka ceoiicTs (plist)
* MoHuTOpbI MOpPTOB

O6paboTunki neyatn

.

Mepe3sanyck npunoxeHui

.

Knioun 3anycka B peectpe /
[Manka aBTO3arpyskun

* MocTaBLLUMK NOAAEPXKM
6e3onacHocTn (SSP)

N3meHeHne APNbIKOB

MocTaBLumkn BpemeHn

DLL-6n6nnoTeku, 3arpyxaembie
c nomotypbio Winlogon

« 3anucw aBTo3anycka XDG

CLI.eHapVIVI WHnymnannsaumn
npwn 3arpyske uian exoge B cuctemy

« CueHapwii Bxoga B cuctemy (Mac)

« CueHapuii Bxoga B cuctemy (Windows)
« CueHapuin Bxoaa B CeTb

« CueHapun RC

* OnemMeHTbl aBTO3arpy3aki

PacwupeHusa 6paysepoB

KomMnpomeTauus 6uHapHbIX
¢aninoB knueHTtckoro MO

Co3paHue yyeTHoOW 3anucu

» O6nayHas yyeTHas 3anncb
*» [lomeHHas y4YeTHas 3annchb
* JlokanbHas y4eTHas 3anncb

Co3spaHue unn naMeHeHne
CUCTEMHbIX NpoueccoB

* AreHT 3anycka

* [leMOH 3anycka

« Cnyx6a systemd
« Cnyx6a Windows

BbinonHeHue no cobbiTuio

+ CneuwasnbHble BO3MOXHOCTM
* Moandukaunms knoua AppCertDLLs
* Moandukauns knoua Applnit_DLLs

« MNMoacuctema o6paTHOMN
COBMECTUMOCTU NPUOXKEHNI

MoameHa daiinosbix accounauuin
o yMon4aHuio

Mepexsat COM-06bekToB

* [leMOH MOHWUTOpPWHIa CoBbiTnit emond
* BHeppeHue B IFEO

[No6asneHune LC_LOAD_DYLIB

DLL-6un6nunoteku, 3arpyxaembie
¢ nomoubio Netsh

Mpoduns PowerShell
» OKpaHHasi 3acTaBka

KomaHpa trap

13meHeHne KoHdurypaumn
KOMaHaHoh o6o0ukmn Unix

Moanucka Ha cobbitus WMI

BHelwwHue cnyx6bl
yAaneHHoro gocTyna

I'IepeXBaT noToKa UCNOJZIHEHNSA °

MepemeHHas okpyxeHns COR_PROFILER

Mepexsat noucka DLL-6u6nunotek

3arpyska cTopoHHux DLL-6nbnnotek

Mepexsat nouncka dylib-6uénunotek

I'IepeXBaT ANHaMN4eCcKoro KOMNoHOBLLKa

HepocTaTku paspeLueHnii anst NCNoNHSeMbIX
daiinos ycTaHOBLUMKA

* VlameHeHne nepemeHHomn okpyxeHns PATH

[MepexBaT noucka nporpamm

MepexBaT noncka Yepes He 3akMioYeHHbIi °
B KaBbl4KN NyTb

HepocTaTkun paspelueHuii ans ¢aiinos cnyxs

HepocTaTkun pa3pelueHuii ans sanucen
peecTpa, OTHOCALLMXCS K CyX6am

BHeppeHue kona B o6pas

N3meHeHue npouecca
ayTeHTudunKaumm

* AyTeHTudMKaLMS Ha KOHTpoNepe foMeHa
* AyTeHTnduKauns Ha CETeBbIX yCTPONCTBaX °
* DLL-6n6nuotekn ¢punsTpos naponein

* Mopknioyaemble Moayny ayTeHTUdMKaLNN

3anyck npunoxeHus Office
* Hapgctpoiikn

* Makpoc B wabnoHe

« Office Test

» ®opmbl Outlook

* [omaluHasa ctpaHuua Outlook

* MNpasuna Outlook

3arpy3ka paHbue OC

* ByTkUT

* MpoLurBKa KOMMNOHEHTOB
* ROMMONKit

. I'Ipou_lmsKa cncrtembl

» Barpyska no TFTP

3annaHupoBaHHas
3apava (3agaHue)

* YTunuta at (Linux)

* Yrunuta at (Windows)

* 3afaHue opkecTpaLm KOHTENHepoB
* YTunuta cron

* MnaHuposLmk 3agaHuin Windows

* Taiimepsbl systemd

KomnoHeHT cepBepHoro MO

* KomnoHeHTb! IS

« XpaHumble npoueaypbl SQL

* AreHTbl TpaHcnopta Microsoft Exchange
* Be6-wenn

Mepepaua ynpaensiiowmx
cUrHanoB B Tpaduke

* MpocTyknBaHe NopTos

CyuwecTtByiowue
yYeTHble 3anucu

. Oénaqule Y4YeTHble 3anncun

* YyeTHble 3anucu no YMON4YaHumo
. ﬂOMeHHbIe y4eTHble 3annucn

« JlokanbHble y4yeTHble 3annucun
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MOBLIWEHWUE NPUBUAEIUN

O6xo0a MexaHU3MoB
KOHTpONS Nnpusunerui

« O6xop KOHTPONS YYETHbIX 3anucen

« 3anpoc napons cynepnonb3osatens
A8 NOBbILUEHS NPUBNNErUiA

« Setuid n Setgid
« Sudo 1 kawnpoBaHne sudo

MaHunynauumn c TokeHamum gocTtyna

« CospaHue npouecca C NMoMoLLblo TOKeHa
« CospaHue TokeHa 1 MMnepcoHaLms

« Mopmena poautenbckoro PID

« BHenpeHwe B sIDHistory

* Kpaxa TokeHa 1 nmnepcoHaums

ABTO3anyck npu 3arpyske unm
BXOAE B cUCTEMY

* AkTBHast yCTaHOBKa

.

MakeT ayTeHTUdMKaLN

.

Mogynun v paclpeHns sapa

+ O6bekTbl BXoAa

[pariBep LSASS

* NameHeHme cnicka ceoneTs (plist)

.

MoHuTopbl NopToB

O6paboTunkin neyatn

Mepesanyck NpunoxeHnin

« Knioun 3anycka B peectpe /
Manka aBTo3arpysku

MocTaBLmk noaaepxkn 6esonacHocTty (SSP)

.

3ameHeHne spnbikos

MocTaBLumkn BpemeHn

DLL-6vn6nunoteku, 3arpyxaemble
¢ nomotybto Winlogon

« 3anucw aBTo3anycka XDG

CueHapumn nHULManm3aumm
npwu 3arpyske uim BXoge B CUCTEMY

« CueHapuiin Bxoga B cuctemy (Mac)

» CueHapwuii Bxoga B cuctemy (Windows)
« CueHapwi Bxopa B ceTb

« CueHapun RC

* OnemeHTbI aBTO3arpysKkin

Co3paHue unm uameHeHne
CUCTEMHbIX NPOLLEeCCOoB

* AreHT 3anycka

* [leMOH 3anycka

* Cnyx6a systemd
« Cnyx6a Windows

N3meHeHne oOMeHHON NOANTUKN

* NIameHeHne AoBepuTenbHbIX
OTHOLLEHWIA mMexay oomeHamn

* I3meHeHne rpynnoBoi NoANTVKN

Bbixop 3a npepenbl KOHTeNHepa

BbinonHeHue no co6biTuio (4]

* CneuvanbHble BO3MOXHOCTU
* Mogndukauns knova AppCertDLLs
* Mopundukauns knova Applnit_DLLs

* Mopcuctema o6paTHON
COBMECTUMOCTU NPUOXKEHNI

MopameHa daiinosbix accoumauuii No ymMmonyaHuio

Mepexsat COM-06bekToB
* [leMOH MOHVTOPUHra co6biTuil emond

BHepnpeHrne B IFEO
[o6asneHune LC_LOAD_DYLIB

DLL-6u6nnoTeku, 3arpyxaembie
¢ nomouibio Netsh

Mpodunb PowerShell

eraHHaﬂ 3acTaBKa

KomaHpa trap

* lameHeHne koHbUrypauum °
KOMaHaHoh o6onoukn Unix

* Moanuncka Ha cobbiTug WMI

OkcnnyaTtauusa ya3BuMocTen
ANS NOBbIWEeHUs NpUBUAEerun

MepexBaT NoToKka UCMONHEHUs

+ MepemeHHas okpyxeHus COR_PROFILER °
Mepexsat noucka DLL-6u6nmnotek

3arpyska cTopoHHux DLL-6nénnotek

Mepexsat nouncka dylib-6uénunotek

I'IepeXBaT ANHaMN4YeCcKoro KOMMNoHoBLLKa

HepocTaTku paspelueHnii s NCNonHIeMbIX
$aiinoB ycTaHOBLUMNKA

* 1ameHeHme nepemeHHo okpyxeHns PATH

MepexsaT noucka nporpamm

. I'IepeXBaT nowncka 4yepes He 3aK/IOYEHHbIIA
B KaBbl4KN NyTb

* HepoctaTtku paspelueHnin ans ¢annos cnyxe

* HepocTaTku paspeluieHunii ang sanvncein peecTpa,
OTHOCSILLUXCS K CITyX6am

BHeppeHue kopa B npoueccol

* ACVHXPOHHbIN BbI3OB MpoLeayp
* BHeppeHne DLL-6nénnotek

* BHeppeHme B LONONHNTENbHYIO
namsTb okHa (EWM)

* BHeppeHune PE-o6pasa

* BHenpeHne yepes daiinosyio cuctemy /proc
Doppelganging

* BHeppeHue B nycTol npouecc

CuncTeMHble BbI3oBbI ptrace

I'IepeXBaT BbINONIHEHNSA MOTOKa

TNokanbHasi naMsTb NoToKa

MepexsaT BUPTYanbHOrO AUHAMUYECKOTO
o6Lero o6bekTa (VDSO)

3annaHupoBaHHas 3apava (3apaHue)

* YTunuta at (Linux)

* YTunuta at (Windows)

» 3apaHune opkecTpaunm KOHTENHepoB
* YTunuta cron

* MnaHuposLumk 3agaHunii Windows

« Tanmepsbl systemd

CyuiecTBylowMe y4eTHble 3anmcu

* O6nayHble yyeTHble 3anuncu

* YyeTHble 3anncy No yMon4aHuio
* [JoMeHHble y4eTHble 3anmcmn

* JlokanbHble YYeTHble 3annucun

MPEAOTBPAWEHUWE OBHAPY)XEHWSI

© 06xon mexannamos

KOHTPONS npuBUnerui

* O6X0[ KOHTPONS YUYETHbIX 3anncei

* 3anpoc napons cynepnonb3osatens
[LN1S MOBbILIEHUS MPUBMNErui

* Setuid n Setgid

* Sudo 1 kawmpoBaHne sudo

° MaHunynsuum c TokeHamu goctyna

+ CospaHue npoLecca ¢ NOMOLLbIO TOKEHa
+ CospaHue TokeHa 1 nMnepcoHaLms

« MoameHa pogutensckoro PID

* BHepgpeHue B sIDHistory

. Kpa)Ka TOKeHa n nmnepcoHaunsa

3apaHug BITS

Co3spaHue o6pasa Ha y3ne

° [eo6dyckaumsi/aekoanpoBaHne

dannoB nnm nHpopmauun

° PasBepTbiBaHMe KOHTelHepa

Mpsimolii poctyn K ToMy

° NameHeHne AOMEHHOI NONNTUKN

* /lameHeHne AoBepuTenbHbIX
OTHOLLEHWIA Mexay oomeHamun

* I3meHeHve rpynnoBoii NoNnTNKN

° OrpaHu4yeHns Ha UCMONHEHNE

* lcnonb3oBaHue knioyeli Ha OCHoBe OKPYXeHuns

° AkecnnyaTaums ysasBumocTei

ANs NpepoTBpalLeHns
ob6HapyxeHus

N3meHeHune paspeLieHui
Ans $annoB n KaTanoros
* IameHeHve pa3peLleHuii
ans daiinos n katanoros (Linux n Mac)

* VIameHeHve pa3peLleHuii
ans daiinos n katanoros (Windows)

CkpbiTue apTedakToB

* MpaBuna CKPbITHS ANEKTPOHHOI MOYTbI

« CkpbiTas dpannosas cuctema

* CkpbiTble dalinbl 1 katanoru

« CKpbITble Nonb3oBaTenu

« CKpbITOE OKHO

* ATpn6yTbl paiina NTFS

« CospaHue BETBN pecypcoB

« 3anyck BUPTYanbHO MaLUyHbI

« CokpblTne B ckomnunuposaHHom VBA-kone

MepexBaT NnoToKa UCNONHEHUS

* MepemeHHas okpyxeHns COR_PROFILER
« Mepexsat nouncka DLL-6n6nmnotek
« 3arpy3aka cTopoHHux DLL-6u6nunotek

Mepexsat nowcka dylib-6nénnotek

I'IepexBaT ANHaMn4YeCcKoro KOMnoHoBLWmnKa

HepnocTaTku paspelueHunii ons NCnonHsIemblx
dalinos ycTaHOBLUMKA

V1smeHeHne nepemeHHon okpyxeHus PATH

MepexsaTt noncka nporpamm

I'IepexaaT nowncka 4Yyepes He 3aKIIOYEHHbI
B KaBbl4KIN NyTb

HepocTaTtkun paspelueHuin ns ¢hainnos cnyx6

OTHOCALLNXCA K cny>K6aM

Ocna6neHune sawmTbl

OTKNoYEeHNEe 061a4HOr0 XypPHaNMpoBaHus

OTKNoYeHNe U nepeHacTpolika
0671a4HOr0 MEXCETEBOro akpaHa

OTKNOYEeHNe NN nepeHacTporika
CNCTEMHOIO MEXCEeTeBOro akpaHa

ATaka «Ha NOHMXeHVe»

MoBpexaeHMe XypHana ncTopun KOMaHa,

BnokupoBka c60pa Npn3HakoB akTUBHOCTY
« 3arpyska B 6€30MacHOM pexunme

HepocTaTki pa3pelueHunii gns 3anucein peectpa,

OTK/loYeHe Unn NepeHacTpolika CPeAcTB 3aLnThbl
OTkntoYeHmne XypHanupoBaHus cobbituin Windows

YpaneHne MPpnU3HakKoB aKTUBHOCTU
N3 cncrtembl

* Ouncrka ncTopum komaHg

« OuncTtka cUCTeMHbIX XypHanos Linux nan Mac

« OuncTka XypHanos cobbiTuin Windows
* YnaneHve daiina

* YoaneHne nogknoYeHnii K o6LLmm
ceTeBbIM pecypcam

* iameHeHne BPEeMEeHHbIX MeTOK

Henpsmoe BbinonHeHne KoMmaHa

Mackuposka

« [iBoiiHoe paclunpeHue y daiina
* HepelicTBuTeNbHas NoANUCH koaa

* imutaumns sagaun unmn Cl'ly)K6b|

« Mop6op NEruTUMHOro MMEHV NN PaCTONOXEHNS

* MepeyMeHOBaHNE CUCTEMHBIX YTAANT
* WicnonbsosaHue cumsona RLO
« Mpo6en nocne uvexn daina

N3meHeHue npouecca
ayTeHTuduKaummn

* AyTeHTndrKaLums Ha KOHTponepe foMeHa
* AyTeHTudUKaLMS Ha CeTeBbIX YCTPONCTBaX
* DLL-6u6nunotekn opunsTpoB naponeii

« Moaknouaemble MOAyNM ayTeHTudNKaLMn

N3meHeHue obnayHom
BblUMCANTENbHON MHPACTPYKTYpbI

« CospaHue o6nayHoro ak3emnsipa

« CospaHue cHanwota

* YpaneHue o6nayHoro akaemnnspa

* OTMeHa n3MeHeHUi 06nayHoro aK3emMnnsapa

NameHeHmne peecTpa

N3meHeHue o6pasza OC

* [MoHmxeHne Bepcun o6pasa OC
* BHeceHune ncnpasneHnii B o6pas OC

MpeoponeHue rpaHuy cetu

* /iameHeHne koHpurypaummn NAT

O6¢ycumpoBaHHble
dainbl UNn aaHHble

« [lo6aBneHve B 6HapHbIiA paiin
He3HavaLLMX aHHbIX

* Komnunsuus nocne goctasku
« BHeppeHune paHHbix B HTML

* YpaneHne NHOKaTopOB KOMMNpomeTauunn
N3 BPEAOHOCHbIX NHCTPYMEHTOB

* Ynakoska MO
« CreraHorpadus

3arpyska paHblue OC
« byTkut

. I'Ipommaka KOMMOHEHTOB

+ ROMMONKit

« MpoLwwBKa cncTembl

« 3arpyska no TFTP

BHenpeHue Kopa B npouecchl

* ACUHXPOHHbIV BbI30B NpoLeayp
« BHeppeHune DLL-6nénnotek

* BHegpeHmne B LONONHNTENbHYIO
namsTb okHa (EWM)

* BHenpeHune PE-o6pa3sa

« BHeppeHue yepes daiinosyto cuctemy /proc
« Doppelganging

* BHeppeHwe B nycTol NpoLecc

» CuncremHble BbI30BbI ptrace

* MepexBaT BbINOMHEHNS MOTOKa

* JlokanbHasi NamsiTb NoToka

. I'Iepexsa‘r BNPTYyanbHOro guHammn4yeckoro
obLero o6bekTa (VDSO)

OTpaxeHHas 3arpy3ka koaa

MopnenbHbIi KOHTPONNEP AOMEHa

PyTkut

BbinonHeHue Yyepes nognncaHHblie

6uHapHble dalinbl

* YcTaHoBLWMK Npodunei gucnetyepa
nogknoyeHuin (CMSTP)

* CHM-oaiin

« MNaHenb ynpasneHns

* Ytunura InstallUtil

« Mavinject

« KoHconb ynpasnenns (MMC)

* YTunuta mshta

* YTnuta msiexec

* Ytunuta odbcconf

* YTunutbl Regsves n Regasm

* Ytunuta Regsvr32

* Rundll32

« Verclsid

BbinonHeHne yepes
noAnMCcaHHbIA cLueHapuii

« CueHapuii PubPrn

HapylueHune pa6oTbl cpeacTs
KOHTpoOns aoBepusi

« Moanuck ncnonHsemoro Koaa

* VlameHeHe NonmnTuKnN NoAnNnucu Koaa
« O6xopn Gatekeeper

* YcTaHOBKa KOpHeBOro CepTM¢MKaTa

« O6xop orpaHnyeHnii Be6-meTok
6e3onacHocTn (MOTW)

« MoagmeHa nocTasLmka nosepus n SIP

BHepgpeHue B Wa6noHbl

Mepepaua ynpasnsiowmnx
curHanos B Tpaduke

« MpocTyknBaHMe NOpToB

BbinonHeHue yepes AoBEpPEHHbIE
yTUnnTHI pa3paboTunka

* MSBuild

O6nauHble MHGPACTPYKTYpbI
B pPefiko UCMNonb3yeMbIX permoHax

Wcnonb3oBaHue anbTepHaTUBHbIX
OaHHbIX ANg ayTeHTUudpuKauum

* TokeH f0CTyMa K MPUNOXEHI0

* YKpafieHHbIE Xell-3HauyeHusl YHeTHbIX AaHHbIX
* YKkpapaeHHblin 6unet Kerberos

* CeccunoHHble KyKu

CyluecTByiolme yyeTHble 3anucu

« O6nayHble y4eTHble 3anucu
* YueTHble 3anuncu no ymonyaHuio
* [lomeHHble yueTHble 3anmcun
* JlokanbHble y4YeTHble 3anmcu

O6xopf BUPTyanuaauum uam necoyHnLbl

« CncTemHble NpoBepKn
« O6xop Ha OCHOBE BpeMeH!
* MpoBepki akTUBHOCTN MoMb3oBaTeNs

MoHmxeHne HapexHocTU wndpoBaHus

« OTK/IoYeHe annapaTHoro WidppoBaHnNs
« CokpalleHue KNoueBoro npocTpaHcTea

Wcnonb3oBaHue cueHapues XSL

MEPEMELWEHWVE BHYTPU MNMEPUMETPA

OkcnnyaTauus yaaneHHbIX cnyx6

BHyTpeHHuUI uenesoin GpULINHT

Mepepaya UHCTPYMEHTOB
BHYTPM NepumeTpa

MepexBaT ceccum cnyx6ébl

yAaneHHoro gocrtyna

* MepexsaT ceccu yaaneHHoro
pa6oyero cTona

* MNepexsat ceccun SSH

Cnyx6bl yaaneHHoro goctyrna

« PacnpepenernHas COM-mopenb
+ MpoTokon yaaneHHoro paéoyero ctona

» O6uume SMB-pecypchl nnu pecypchl
apmuHucTpatopos Windows

* SSH
* VNC
* Cnyx6a ynaneHHoro ynpasnaeHuns \Windows

PacnpocTpaHeHue yepes
CbeMHble HocUuTenu

doBaHMe anbTepHaTUBHbIX
9 ayTeHTuduKauum

fla k npunoxeHuio
8 §;e|iu—3Haqumq YUETHbIX IaHHbIX
HBll'o et Kerberos

CBOP AAHHDbIX

«3M10yMbILNIEHHUK NocepeanHe»

« OtpaBneHne ARP-kawa

* MogmeHa LLMNR/NBT-NS-oTBeTa
n peTpaHcnguns SMB

ApxumBauuns co6paHHbIX AaHHbIX
* ApxuBaLs C MOMOLLbIO

creymanbHoro MeToga
* ApxuBauns C NOMOLLbIO 6MEANOTEKN

. ApXVIBBLLI/IQ C MOMOLLbBIO YTUANTbI

3axBaT ayanogaHHbIX

ABTOMaTU3NPOBAHHbIN
c60p AaHHbIX

MepexsaT ceccum 6paysepa

[aHHble 3 6ydpepa o6MeHa

[aHHble N3 06/1auHbIX XpaHUAWLL,

[aHHble ns peno3nutTopua
KOHUrypaumii
* [lamn koHbUrypaumnm
CeTeBOro yCcTpouncTea
* SNMP (gamn MIB)

[aHHble N3 NHGOPMALMOHHbIX
peno3utopues

* PenosunTtopun koga

+ Confluence

* SharePoint

[aHHble N3 NoKanbHOW CUCTEMbI

[aHHble ¢ 06LWnX cCeTeBbIX ANCKOB

[aHHble CO CbEMHbIX HocuTenen

MpomexyTouHoe XxpaHeHne faHHbIX

* MpomMexyTouHOe XpaHeHMe faHHbIX (ToKanbHO)

* [poMexyTouHOE XpaHeHve AaHHbIX (yaaneHHo)
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* MepexBaT AaHHbIX ¢ MOMOLLbIO, nQJJMeHbJQ
nonb3oBaTeNbCKOro nHTepdenca

* PerncTtpauuns HaxaTuii knasuiu

* [NepexBaT AaHHbIX Ha BHELIHNX
Be6-nopTanax

3axBaTt aKkpaHa

3axBaT BUaeopaHHbIX

MOAYYEHUE YYETHDbLIX AAHHbIX

° «3n0oyMbILWNEHHUK NocepeanHe»

* OtpaBneHne ARP-kawwa

* MogmerHa LLMNR/NBT-NS-otseTa
1 peTpaHcnsaums SMB

MeTop nepe6opa

. nOﬂCTaHOEKa YKpafeHHbIX y4eTHbIX AaHHbIX
« Banom napons

* YragblBaHue napons

* PacnbineHne napons

YueTHble aaHHble
M3 XpaHUnuLY, naponeii

* YueTHble AaHHble N3 6pay3epos
« Cssizka knioyei

* MeHepxepbl naponei

« MamaTb securityd

* [lncnetyep yyeTHbIX AaHHbIx Windows

OkcnnyaTauus ysasBumocTeit
ANS NONYYEHWNS YYETHbIX BaHHbIX

MpuHyauTenbHasa ayTeHTUdMKauus

MNMopnenka yyeTHbIX AaHHbIX
ANs Be6-pecypcoB

* TokeHbl SAML
* Be6-kyku

MepexBaT BBOANMbIX AAaHHbIX

« [MonyyeHne yyeTHbIx AaHHbIX Yepes AP|

« MepexsaT AaHHbIX C MOMOLLBIO MOAMEHbI
No/b30BaTENbCKOro NHTepderica

* Peructpauus HaxaTuii knaBuni
« MepexBaT flaHHbIX Ha BHELLHNX BEG-NopTanax

N3meHeHue npouecca
ayTeHTuduKaummn

* AyTeHTndrKaLums Ha KOHTpoepe foMeHa
* AyTeHTudUKaLS Ha CeTeBbIX YCTPONCTBaX
* DLL-6u6nunotekn opunsTpoB naponeii

« Mogknouaemble MOAynM ayTeHTudNKaLnn

MpocnywmBaHue ceTeBoro Tpagpuka

I'Ionyqel-me AaMna y4YeTHbIX AaHHbIX

« Copepxumoe ¢aiinos fetc/passwd
n fetc/shadow

* KawwmpoBaHHble JOMEHHbIE YYeTHbIE aHHble
* DCSync

« CekpeTbl LSA

« MamsaTb npouecca LSASS

« ®aiin ntds.dit

« dalinoBas cuctema proc

« [lncneTyep yyeTHbIX 3anuceii 6e3onacHoCTN

Kpaxa TokeHa gocTtyna
K MPUNOXEHUI0

Kpaxa wnu nopgpenka
6unetos Kerberos

 «[poxapka» AS-REP

« Bonotoit 6unet Kerberos

« «[Mpoxapka» Kerberos

« CepebpsiHblli 6uneT Kerberos

Kpaxa ceccMOoHHbIX KyKun

MepexBaTt pByx$pakTopHOMN
ayTeHTUdpUKauum

HeszawuweHHblie y4yeTHble AaHHble

* Victopus komaHp bash

* API MmeTafiaHHbIX 06M1a4YHbIX 9K3EMMNNSPOB
* API koHTelHepa

* YueTHble aaHHble B daiinax

* YueTHble AaHHble B peecTpe

* MMapameTpbl rpynnoBo NOANTVKN

* 3aKpbiTble Klloun

MpoTokon npuknagHoro ypoBHs
* DNS

« MpoTokosbl Nnepeaayn paiinos

« [poToKOsbl 9NEKTPOHHON MOYTbI

* Be6-npotokonbl

BsaumopeiicTBue uepes
CbeMHble HocuTenu

KopupoBaHue gaHHbIx

M HeCTaHﬂ,apTHOe KogupoBaHune
M CTaHﬂ,EDTHOe KogupoBaHune

OPrAHU3ALUNS YIPABAEHWS

O6dycKkaumsa gaHHbIX
* «MycopHble» flaHHble

* imunTauns npotokona

« CreraHorpadusi

AnHamunuyeckoe paspelieHne

* Pacuet Ha ocHoBe DNS

* ANropnTMbl reHepupoBaHus
LOMEHHbIX MeH

 bricTpasg cmeHa IP-agpecos
ons DNS-3anucu

3awundpoBaHHbIf KaHan

« AcrmmeTpuryHoe WindpoBaHne

* CymMmeTpuryHoe LndpoBaHme

PesepBHble kaHanbl

Mepepaya MHCTPYMEHTOB
13 BHelUHel ceTn

OTaenbHbIN KaHan
ANS KaXporo aTana

MpoTtokonsbl (Kpome
NPYKAALHOrO YPOBHS)

HecTaHaapTHbIiA nopT

TyHHenupoBaHue npoTokona

Mpokcun-cepsep

* [lomeH-NpuKpbITE

* BHeLWHnA Nnpokcn-cepeep

* BHYTpeHHWiA Nnpokcun-cepeep
* Llenouka npokcu-cepeepoB

MO ans ypaneHHoro gocrtyna

MNepepaua ynpaensiowmx
CUrHanoB B Tpaduke

* MpocTyknBaHme NopTos

Be6-cnyx6a

* [1BYyCTOPOHHSISI CBSA3b

* «3aknagka» Cc gaHHbIMN
L OJJ,HOCTOPOHHF!F! CBSA3b

/

AKCOUALTPALLUS AAHHDBLIX

ABTOMaTU3UpPOBaHHas
akchunbTpaums

« [yénuposaHue Tpaduka

OrpaHuyeHue pasmepa
nepepaBaeMbIX faHHbIX

Okcounbrpauus
no anbTepHaTUBHOMY NpoToKony

» OkcounbTpaLns No ansTepHaTUBHOMY

SkcounbTpauunsg yepes
KaHan ynpaBneHus

SkchunbTpauunsg yepes
aNbTepHaTMBHYIO ceTeBylo cpeay

« SkcounbTpaums yepes Bluetooth

NPOTOKONY C aCUMMETPUYHBIM NG PO
* OkchunbTpauma No ansTepHaTNBHOMY

NPOTOKONY C CUMMETPUYHbBIM LWNPPOBaHNEM
*+ OkchunbTPaLKs No ansTepHaTUBHOMY

npotokony 6e3 WwudpoBaHns

(c BO3MOXHOI 06¢ycKaLmeir)

Skcounbrpauus yepes
anbTepHaTUBHYIO
¢usmnyeckylo cpeny

« Skcounbrpaums yepes USB

~

Okchunbrpauns yepes Beb-cnyxeby

* SKkcounbTpaLms B o6nayHoe XxpaHunmLLe
« SKkcounbTpaumna B penosnTopuii koga

Mepepaua no pacnucaHuio

MepemelyeHne aaHHbIX MeXAY
06/1a4HbIMKN YYETHBIMWN 3aNUCIMn

N3YYEHUE

N3yueHune yyeTHbIx 3anucen

» O6nayHas yyeTHas 3anncb

» [lomeHHas y4eTHas 3anncb

* YUeTHble 3anncy 9M1eKTPOHHOI NOYTbI
* JlokanbHas y4yeTHasa 3anncb

V|3y‘~leHI/Ie OTKPbITbIX I'IpIIIﬂO)KeHIIIﬁ

NayueHune 3aknapok B 6paysepax

N3yuyeHune obnauHomn
VMHGPaCTPYKTYpbI

©O 00 ©

MaHenb ynpasnexHus
o6nauHoi cnyx6bl

N3yueHne obnayHbIx cnyx6

N3yueHune o6bekTOB
o6nayHoro xpaHunuwa

N3yueHne KoHTeliHepOB
N X pecypcos

N3yueHne poBepuTenbHbIX
OTHOLWEHNN MeXay aoomeHamun

N3yueHune dannos
n KaTanoros

N3yyeHne
rpynnoBoi NONNTUKN

CkaHupoBaHue
ceTeBbIX CNYX6

N3yueHune obwux
ceTeBbIX pecypcoB

MpocnywunBaHne
ceTeBoro Tpaduka

NayueHne naponbHO NOANTUKM

N3yueHne nepudepuiiHbix
yCTPOMNCTB

WNayueHmne rpynn paspelueHui

« O6nauHble rpynnbl
* [lomeHHble rpynmbl
* JlokanbHble rpynmbl

WNayueHune npoueccos

3anpocbl k peecTpy

VlsyueHme YAaneHHbIX CUCTEM

N3yueHune yctaHoBneHHoro MO

* MNayueHne cpencTs 3awuThl

N3yueHmne cucrembl

N3yuyeHne mectononoxeHus
cuctembl

. I/IsyHeHme CNCTEMHOrO A3blka

N3yueHune koHurypaumm cetu

* NIayueHmne nHTEpHET-coeaNHEHNI

N3yueHmne ceTeBbIX NOAKNIOYEHUI

W3yueHune Bnapenbua
1NN nonb3oBaTenein cncTemMbl

Mayquwe CUCTEeMHbIX Cﬂy)K6

N3yuyeHne cuctemHoro BpemeHu

O6xopa BUPTYanu3auum
AN NeCOoYHULbI

« CucTeMHble MPoBepKM
» O6xof Ha OCHOBE BpeMeH
. I'IposepKVl aKTUBHOCTWK NoNb3oBaTens

MpekpalieHne poctyna
K yYeTHOW 3anucu

YHUYTOXEHME faHHbIX

LUndpoBaHme aaHHbIX

AECTPYKTUBHOE BO3AENCTBUE

MaHI/II'IyﬂSlLWII/I C AaHHbIMU

* MaHunynsauun ¢ o6pabaTbiBaeMbIMU aHHBIMI
* MaHunynsumn ¢ XpaHUMbIMI faHHbIMY
. MaHVH'IyI'IF!LlVIM C nepepaBaemMbiMn fa@aHHbIMW

Oedeiic
* [ledelic BHELLIHNX cuCTEM
* [ledelic BHYyTpeHHNX cnctem

YHuuTOXEHne anucka

* YnaneHve CoAepXnMoro ancka
* HapyLieHne cTpyKTypbl Arcka

ToueuHblit oTKa3 B 06cnyxunBaHuu

* VicuepnaHie pecypcoB NpunoxeHus
« Okennyatauus ysssumocTtein MO

* WicyepnaHnue pecypcos OC

* VlcyepnaHue pecypcoB crnyx6

MoBpexaeHne npownBKN

MpensitctBOBaHMe
BOCCTaHOBJIEHMIO CUCTEMbI
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% MpsimMoesyBennyeHne ceteBoroTpaduka

CeTeBolil 0TKa3s B 06CyXuBaHUu

N praerHoe.yaenmquwe ceTeBoro.Tpaduka

e "
HecaHKuweﬂmposaHHoe
ucnonb3soBaHine pecypcos

g oy

OcTaHoBKa cnyx6bl “"r-.‘__’ iy

3aBepLueHune pa6oTbl
Wnu nepesarpy3ka cCMCTEMbI

surte.by




